p235h Juad

DHCP ,DNS b s

DNS 9

au lapls hos (KeS> a5 Cwl cownslSe name resolution

59 (oS il o Sig Sl Joleppimns j0 0 oo o0],3 1) Loy 0]
D8 0529 s 1o Jobas sloywjol o)l s 4 gl ol a3
&hls cmiy ey as hadi g pel slopl 4 (ile g0 a5 05 (5,8
aos s oad 45 W )ls 3azs VAY,NEANLY 6 VAV NEAN,Y (el o]
@55 5 51 S oLl ligleals 5l oslinal L 1) o] les bl
oe—isle 59, 5 g 9S>l 1, ping 192.168.1.2 ,grws pel pisle
Gy gy Ladad oS 1, > 1 ping 192.168.1.1 ,5:us hadi
F Ll e 4508 S o bagedle cnl 699 12 97 <35 walss
sy—s hadi il g9, 5l 9 ping hadi jgws pel o ile (s, 5
b 3l 5 Gl Sy 1 aan 4l Ly a S |21, ping pel
JSte 4y Lanpls lasgs ping Ly (g ais PING ay 10 b ol
Sy 8l il (S 9d) (S sl e s 1y )55 o0
D518 oo 9w 4 fete/hosts ol o pb o Jolae Lwyol 0,]
e o Lo Sl 51 S5 50 (55, 2 (S Djp0h b B G
A eilbe 2 )0 Cenl 3V g el aSl o ntle Ve aS ()8
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ol colie 5l as oS 0)lg 1y Jolae pb g ol 508 cile & (&5
el ol ol colre S50 51l oo Clus 4 S5 sleasiis o L6
00 eble A p0 1) sl b udile SO o yol 5t Sl e &S
o GeBle Vo oS (28 ST oS Jlel (s D90
Oygmodn Gdtle o o |y pladslas ol g Gopol Al Blao
5 00] e et sl o (55 Ta g g Lol temled 3l (s
Lipel sl ile 055 j0 5145 &jso ol 0,5 Ly Joles b
3o Lokt oS L1 1) ping 192.168.1.1 [gus VAY,NEAN ) ool
Oeile 955 53 51 (Jg 85 meales Lo )d Gl (JSie pae 50
o ol fod sl (oomdlSe 97 o5 21, ping pel jgws pel
w9 snr JSie 0 o aile (et 953 0 aab )5 3929 w0
el 41315 pile Vo 5148 S bl |y (5 Glyicss o
ool ol ;50 dile 4 Jolee slapl g oo yol 0,5 5 )l ol par 4
aS 5,5 o)l fetc/hosts ol jo wa l) piile los 955 Jolro 6L 4
= 4o dhep gy b fetc/hosts Ll . opile Vo 2Slas 04 o
dhep (o85 a5 090 (2,8 jsbinl Wls (S il ool Jolad )0 Glgie
o=l (020 o oyl cdile aSl OIS @) wod co (ol coile @
) smne Gyl o)lugs wnly asly il walss 5o 5095 &jg0a LI
o=l ol 4 b oged o)ls ba il (o TS (65, (Swd O jg0d
5 ls (Static) Ssbew! cdl> L

o ydsl g a0 ls dezg o fule s  olad ,o hosts sla 16
4 Le hostname 4 ip sla w0l cuilss gl p Jolepimas 45 ol
hostname ) ggl> g IP S L opl b3y 40 005 0 g9, o
9o ;S 5 3lsS oo |y BB ol S5l S gt oo aiigs 2ol
hostname 4 IP Lo ol e il sl DNS 5l 5wl 8l
e b SG Oy g fetC (5,555 plo o BBl oS o colail]
el 00 0 73 ool

1035 o0 odaline 5 5o 1) B cnl 5l sliges



cat /etc/hosts

# Do not remove the following line, or various
programs

# that require network functionality will fail.
127.0.0.1 template.x.com template
localhost.localdomain localhost

::1 localhost6.localdomain6 localhost6
192.168.1.16 x.raja.com

192.168.11.19 mail.raja.com

12.18.11.28 www.raja.com

hostname .1 gol> ¢ IP S ol o1 ol ol s a0
51 Tab alols G L 2doles hostname ¢ IP ool .o )ls 1,3 idoles
s Sl o o b # lislanl a8 g las wigh oo lox o0
el 5 Oygoy ol b3 je (S ey
IP_address canonical_hostname [aliases...|
5 (dash) — ;51U wlacl 8g,> Jolis aiilss o b Host Name
Gy o by wigd T B L L Wb Jy sl alais 2Tl
oads olisS | 5 Lol pl Sy (lans (slapl) b Alias ol bl oo
Jlie jobay 03g, o0 IS hostname g4 pes sl L g hostname
el hOStname g ousS” poes a5l pU G localhost
dns ;| eole ol cwl Jolss jo s dhep b as ool g g 43S
=By a0 1S e Ll o dns server glaea | il SO Leds !
shyls fetc/hosts ol an cod 0sS o cuas il (5, |, dnis
Copoe Ol paee ploed sl g (n 5 ol i Jlgl2 UG
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a4 )l_u dnS W.,Jad.n 9 —al L: | QLM.JOL'.A LS‘LQﬁL» 9 wa)di ).?OOLM:
zone ol ;o .05,ls Lazone file pLs ay ola bl odas 5 ol
5 ooyl slls fete/hosts bl asle a5 axiws slaesls oL (lafile
webi gl Loty a8l dnS glacyjo ;K50 5l aied olidoles clool
HSS wle 5l s ile o 0 fetc/hosts sl bl SGST s
L g 0iS o)lg abgs e zone file jo 1, idoles pb g cuisle o w0l
l,dns server ,o Jobb S5 lads g Lass ol SO s Oygo o
ool Lasdns server s a by e zone file o w ips o poss
o Laiile ;500 saled (s g 020 55 |y ool oo 5L SO
&) b pleal dns 5l solarul (Koo coje ol alys azgine |y s
35 4S5 5 )l5 9525 (Shg dhep pelas b el dhep gy b o
e g ol dhep 0g 5 aas o ip w0l waoas ile 4 dhep
fassS> Lol a5 = 0,15 zone file ;o 5543 &g |, o1 Joleo
P2 baS i |y 5 eyl go dhep e o b LI cnl sl
oulats Sl VAV EANLY eyl slyls asT1, dns server (L 5l aS|
aS o)l als pliag o lil g eads podas el gl el 00,5
dns ol 4 o)Lty crego g el raja.local Jlie jgba

2l server

;  option domain-name “raja.local”
;  option domain-name-servers “192.168.1.3”

dns w0l LS5 &ygoas 0 5 o w0l dhep 51 oile B

Cd el a5 g mal)b Lol tos amlgs pdas VAY,NPAN Y T server

59 o dns server ,szone file jo il s g w,ol LSe35
Lol INtEriM ] (gl ool dogs o .awl 5 el )b

ddns-update-style “interim”;

dhep , s anls s ) cuile ol s o e ST anl

L o) (s wb Bogs g 8,las 1, dns server ,o ol yoss aidsy



1y ool o g Ul S o conile SO0 aid Lol rases poss
Dol oo o e ool fetc/hosts bl 4y s a5 ols walys s
20 (S 5d) (S (sl o fetc/Tesolv.conf 18
soliiwl la name server L ol oulats slp laguile ;500 9 lacaodS
L coodlS b a5 asiss sla dns server ol b cpl )0 008 oo
I3 5 Oysmotny aalosy |y ol Jole ayol Lap] I (irile 5o
ool S nameserver O, god> B pl b 2 0 05 o
DS o )l
nameserver DNS [P ADDR
J—b o Lanlo b wob ey ,m5 a5 L oazone file
5 S yemodn ci y2i ol 5l Gldiged eS8 ,%e /etc/named.conf
el
zone "dri.com" IN {
type master;
file "dri.com.zone";
allow-update { none; };
allow-transfer { none; };
i
dns g /etc/hosts Job 5l oolaiwl (o o 5 468> S 5] [0 Ll
slete/hosts ol (cw (Bs) 50 0 45 @S (28 551 Sa50 0 poles
dns .ol il gl (il asls |, fete/resolv.conf |18
a Sl aegd sl Jete/host.cont ol 4y LG 5l uSed e server

oola_wl (dns server L Jetc/hosts 1) ol g, plas b ool
5 99y Ot Sl aS il lools oL SGL Jal jo BBl oS o
—Sgy (sld Jole gl )5 45" aisl o Name resolution o ol
aS ol 8 b pl e p; asle G}a.’> g o oolarwl (oS o)
o) 5951 Ews 4 (gl ol ol S5 (ile WS oo sl
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an BB ol 5l as Seo,0 g oS eolaul fete/hosts L 5l sl Jolee
D9, dNS El s 4 s i glass
cat /etc/host.conf
order hosts,bind
o9 3 <l fetc/hosts b lea YU Lo s hosts I jglate
o=l e bind i jelate .l Jgl Cuglsl o Cowl osnl bind i
walsz 1 fete/resolv.conf | b wSed o ile a5 ol
(La) ol as |y cwlgs 0 g 05,5 log |, (o) dns server (gla) w,o!
S e s
5 L» zone file Jetc/named.conf sla LG ;| slages colys jo
Pl s Jdee &jgoas wilgs so a5 sl ouls 43l,l /etc/resolv.conf
&S SaS #8lg DNS Server G pulass
cat /etc/named.conf
//
/I named.caching-nameserver.conf
//
// Provided by Red Hat caching-nameserver package to
configure the
// ISC BIND named(8) DNS server as a caching only
nameserver
// (as a localhost DNS resolver only).
/1
/I See /usr/share/doc/bind*/sample/ for example named
configuration files.
//
// DO NOT EDIT THIS FILE - use system-config-bind
or an editor
// to create named.conf - edits to this file will be lost on



/I caching-nameserver package upgrade.

/!

options {
#listen-on port 53 { 127.0.0.1; };
#listen-on-v6 port 53 { ::1; };
directory  "/var/named";
dump-file  "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named_stats.txt";
memstatistics-file

"/var/named/data/named mem_stats.txt";

recursion no;

// ' Those options should be used carefully because
they disable port

// randomization

/I query-source port 53;

/I query-source-v6 port 53;

#allow-query  { localhost; };
#allow-query-cache { localhost; };
35
logging {
channel default debug {
file "data/named.run";
severity dynamic;
35
35
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zone "dri.com" IN {
type master;
file "dri.com.zone";
allow-update { none; };
allow-transfer { none; };

3

zone "dri.net" IN {
type master;
file "dri.net.zone";
allow-update { none; };
allow-transfer { none; };

}s

zone "dri.org" IN {
type master;
file "dri.org.zone";
allow-update { none; };
allow-transfer { none; };
}5
zone "dri.ir" IN {
type master;
file "dri.ir.zone";
allow-update { none; };
allow-transfer { none; };

}s

#zone "salamdri.com" IN {



#  type master;

#  file "salamdri.com.zone";
# allow-update { none; };

# allow-transfer { none; };
#

include "/etc/rndc.key";

include "/etc/named.rfc1912.zones";

cat /var/named/dri.com.zone

$TTL 86400
@ IN SOA nsl.dri.ir. netadmin.dri.com.
(

2011010901  ; serial (d.
adams)

2H ; refresh

M ; retry

2H ; expiry

1H) ; minimum
:Nameservers

IN NS nsl.dri.ir.

;MailServers

INMX 10 mxl.dri.com.

;Hosts
nsl IN A 192.168.10.196



(453 iy gebaaw) S 93] ol Giyoal / VF

mailserver IN A 192.168.10.197
mx1 IN CNAME mailserver
imap IN CNAME mailserver
smtp IN CNAME mailserver
mail IN A 192.168.10.198
;@ IN A 192.168.10.198

@ IN TXT "v=spfl mx ~all"
_domainkey  IN TXT "o=-"

default. domainkey  IN TXT "k=rsa;
p=MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBiQK
BgQDAZbSzYbe+gCGpkVIXGPcKwEans10aVYkYTGe
Bz7PIEw8mj3iEp3GH+iINwWRObT1CSSPuHewUVEZKE
DWj9E9)xfP2MnXGB8caM X fash0i0VC3I7Qb0SQxEwY
1dYWwG;jitlw2ZkLnhgbwwL4kH{f7w4w9fc8kgh00nHx5s
skzF45dIQIDAQAB;"

cat /var/named/dri.ir.zone

$TTL 86400
@ IN SOA nsl.dri.ir. netadmin.dri.com.
(

2011010901  ; serial (d.
adams)

2H ; refresh

M ; retry

2H ; expiry

1H) ; minimum
;Nameservers

IN'NS nsl.dri.ir.



;MailServers
INMX 10 mxl.dri.com.

:Hosts

nsl IN A 192.168.10.196
mailserver IN A 192.168.10.197
mx1 IN CNAME mailserver
imap IN CNAME mailserver
smtp IN CNAME mailserver
mail IN A 192.168.10.198
;@ IN A 192.168.10.198

@ IN TXT "v=spfl mx ~all"
_domainkey  IN TXT "o=-"

default. domainkey  IN TXT "k=rsa;
p=MIGfIMAO0GCSqGSIb3ADQEBAQUAA4GNADCBIQK
BgQDAZbSzYbe+gCGpkVIXGPcKwEans10aVYkYTGe
Bz7PIEw8mj3iEp3GH+iINwWRObT1CSSPuHewUVEZKE
DWj9E9Ix{P2MnXGB8caM X tash0i0VC317Qb08QxEwY
1dYWwG;jitlw2ZkLnhgbwwL4kH{f7w4w9fc8kgh0OnHx5s
skzF45dIQIDAQAB;"

cat /etc/resolv.conf
192.168.10.196
0975 «loas &1yl 55, 4S5 dnstracer 5 dig &l 5w ¢ pglas
iaileiso w2 ) DNS 5 Skee



(433 iy gebaaw) S 9 gal> Gijal / VE

Zones and

" (root)

“"‘n
H. org

sun.com Zonae

SUN.Com

A

I

support.hp.com pr.hp.com it.com advert.sun.com os.sun.com

xample. Each Zone is

trolled by its name 5. ] yntain all the
information about the Zone ¢ belong to and can also know
about the Z s below them
LIE]
DNS ROOT
SERVER
[browser ]
D] ] Loy 3 et
172.16.20030 COMTLD
L SERVER
answer W
DNS SERVER
. Query FOR
Recursive query WY EXAMPLE.
flow COM

—
Answer



DNS Query (Recursive)
(by Nirlog.com)

Root Servers

Step 2
Question: where can | find the IP
Address of some-webserver.com?

Not authoritative for [
some-webserver.com| ©

User's Primary UNS Server

Step 1
Question: what is the 1P
Address of some-
webserver.com?
Please reply lo My IP Addréss

Sssr‘s PC

com Mamespace

Step 3 9
Answer. | don't know but .com & °“
NameSpace should have the &

answer ; o G‘“od“

Step 8 Some.
|Answer: Herg is the IP
Address of some-
webserver.com

Primary DNS Server of
some-webserver.com

My IP Address

Resource Record

Description

SOA (Start of Authority)

Indicates that the server is the best authoritative source for data
concerning the zone. Each zone must have an SOA record, and only
one SOA record can be in & zone.

NS (Name Server)

Identifies a DNS server functioning as an authority for the zone. Each
DNS server in the zone {whether primary master or secondary) must
be represented by an NS record.

A (Address) Provides 2 name-to-address mapping that supplies an I1Pvd address
for a specific DNS name. This recerd type performs the primary
function of the DNS: converting names to addresses

AAAA (Address) Provides 2 name-to-address mapping that supplies an IPv6 address

for a specific DNS name. This record type performs the primary
function of the DNS: converting names to addresses.

PTR (Pointer)

Provides an address-to-name mapping that supplies 2 DNS name for
2 specific address in the in-addr.arpa domain. This is the functional
opposite of an A record, used for reverse lockups only.

CNAME (Canonical Name)

Creates an alias that points to the canonical name (that is, the “real”
name) of a host identified by an A record. Administrators use CNAME
records to provide alternative names by which systems can be
identified.

MX (Mail Exchange)

Identifies a system that will direct email traffic sent te an address in
the domain to the individual recipient, 2 mail gateway, or another

mail server.
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$TTL 1d

$ORIGIN example.com.

@ IN SOA ns1.example.com. admin.example.com. (
2013091200 ; se = serial number

l=> Default TTL of 1 day

Default FQDN to attach

12h ; ref = refresh == SOA (Start of
15m ; ret = refresh retry Authority)
3w ; ex = expiry
2h ; nx = nxdomain ttl
)
IN NS ns1.example.com. NS record
IN NS ns2.example.net.
3w IN MX 10 mail.example.com.
=w>MX record
IN MX 20 mail.example.net.
ns1 IN A 172.16.140.41
mail IN A 172.16.140.42 =
ioe IN A  172.16.140.43 Arecord
www IN A 172.16.140.44
Iftp IN CNAME ftp.example.net. CNAME record

how dns works

http://www.slashroot.in/how-dns-works

[root@linuxfedora ~]# dig +trace www.google.com

; <<>> DiG 9.10.3-P3-RedHat-9.10.3-10.P3.fc23 <<>>
+trace www.google.com

;; global options: +cmd

servers.net.

servers.net.

9532 IN

9532 IN

d.root-

j.root-



9532 IN NS m.root-

servers.net.

9532 IN NS e.root-
servers.net.

9532 IN NS f.root-
servers.net.

9532 IN NS c.root-
servers.net.

9532 IN NS h.root-
servers.net.

9532 IN NS g.root-
servers.net.

9532 IN NS k.root-
servers.net.

9532 IN NS L.root-
servers.net.

9532 IN NS a.root-
servers.net.

9532 IN NS 1.root-
servers.net.

9532 IN NS b.root-
servers.net.

;; Received 460 bytes from 192.168.7.1#53(192.168.7.1)
in 1 ms
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com. 172800

servers.net.

com. 172800

servers.net.

com. 172800
g.gtld-servers.net.

com. 172800

servers.net.

com. 172800
h.gtld-servers.net.

com. 172800
d.gtld-servers.net.

com. 172800
b.gtld-servers.net.

com. 172800
m.gtld-servers.net.

com. 172800

servers.net.

com. 172800

servers.net.

com. 172800

servers.net.

IN

NS

NS

NS

NS

NS

NS

NS

NS

NS

NS

NS

l.gtld-

a.gtld-

j.gtld-

1.gtld-

f.gtld-

e.gtld-
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com. 172800 IN NS  c.gtld-
servers.net.
com. 172800 IN NS

k.gtld-servers.net.

com. 86400 IN DS 30909 8 2
E2D3C916F6DEEAC73294E8268FB5885044A833FC54
59588F4A9184CF C41A5766

com. 86400 IN RRSIGDS 8 1 86400
20161017050000 20161004040000 39291
XYjYLC7xG5VEb9pblIGMVIZCZHdPdB20vsj TISG 1 flwf
pmad+YhKnUqyN
2KsJWmO9pSAW2SenmbEBXjm+zZgTXBt7Z3gA5C1In
BsJkiZxhPBIl/C6T
FsOmFeOpSgLTOsEYkm/OpgwIm2LMOpgkm9ewcaFRP
vTqiYCZmOFLZkBP

elplmtMHCgwwjesBxXixrl 7TmKEVONYrxdPUdr[PwNz
Xb2ZqExNoN1+4z
577ghpoD9+k2KDfSgTtTx+BVIsjqVTYjlvtkae+NSTMe
SSH3RtmgeBSs
GfZ5CyB60MNEDbej9GsSwIJjW4Rpw2CXUKc311ENOzT
YOSBiQGAXkBAKHO /6 WwSQ==

;; Received 866 bytes from 192.36.148.17#53(i.root-
servers.net) in 1763 ms

google.com. 172800 IN NS
ns2.google.com.
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google.com. 172800 IN NS
nsl.google.com.

google.com. 172800 IN NS
ns3.google.com.

google.com. 172800 IN NS
ns4.google.com.

CKOPOJMGS874LIREF7EFN8430QVIT8BSM.com.
86400 IN NSEC3 1 1 0 -
CKOQIGIN43NTARRCO9OSM6QPQREIHSM9A NS
SOA RRSIG DNSKEY NSEC3PARAM

CKOPOJMGS874LIREF7EFN8430QVIT8BSM.com.
86400 IN RRSIG NSEC3 8 2 86400 20161009044157
20161002033157 27452 com.
M41sYMalAlSgKf/CWelF3cJ402uGYGJEWIS1b8b2W1
sMKCXnhK/rYlIrb
FAtAWNcgyzdspmEEZtRcZqlLj4x40izr3zHPz2EM 181Pu
DsSdellHV70y

gwEnInozpTeqk 1 AOu/fVVSDpfcurgeZcW9bGbu74cL1g9
KZ+J2V//brl +Tw=

S84AE3BIT99DKIHQH27TRC0584HVS5KOH.com.
86400 IN NSEC3 1 1 0 -
S84J17P3PTARKMEJOHNGD73C5Q5NV5S9 NS DS
RRSIG

S84AE3BIT99DKIHQH27TRC0584HV5KOH.com.
86400 IN RRSIG NSEC3 8 2 86400 20161011044630
20161004033630 27452 com.
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jS481J0+/4fRTdvb//Mk+r9+MglthwHagL1 1fthTbRIJTMZ
8qSmEc9Jccw
ppRWsS2VDiyiemuMgC8ZzY4bhAM{iWx648BOgVWU
WVsh4m3Q6EewUuDO
ZT12d610RZR5013SwrKFCBcgHrll+up2UQuxG40UKZ
LIQP75R0Is2Wlo Tgk=

;; Received 664 bytes from 192.41.162.30#53(l.gtld-
servers.net) in 1659 ms

www.google.com. 300 IN A
172.217.16.196

» Received 48 bytes from
216.239.34.10#53(ns2.google.com) in 1629 ms

[root@linuxfedora ~]#

[root@linuxfedora  ~]# dnstracer -s . -4 -0

www.google.com

bash: dnstracer: command not found...

C

[root@linuxfedora ~]# dnf install dnstracer

Failed to synchronize cache for repo 'google-chrome' from
'http://dl.google.com/linux/chrome/rpm/stable/i386":
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repomd.xml parser error: Parse error at line: 1 (syntax
error), disabling.

Last metadata expiration check performed 1:36:27 ago on
Tue Oct 4 18:03:19 2016.

Dependencies resolved.

Package Arch
Version Repository
Size
Installing:

dnstracer 1686 1.9-
13.fc23 fedora 30k

Transaction Summary




Install 1 Package

Total download size: 30 k
Installed size: 41 k

Is this ok [y/N]: y
Downloading Packages:

dnstracer-1.9-13.¢23.1686.rpm
42 kB/s| 30kB  00:07

Total
1.5kB/s| 30kB  00:20

Running transaction check
Transaction check succeeded.
Running transaction test
Transaction test succeeded.

Running transaction

Installing : dnstracer-1.9-13.1c23.1686
1/1
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Verifying : dnstracer-1.9-13.1c23.1686
1/1

Installed:

dnstracer.1686 1.9-13.fc23

Complete!

[root@linuxfedora ~]# dnstracer -s . -4 -0
www.google.com

Tracing to  www.google.com[a] via A.ROOT-
SERVERS.NET, maximum of 3 retries

A.ROOT-SERVERS.NET [.] (198.41.0.4)
[\ m.gtld-servers.net [com] (192.55.83.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
Got authoritative answer

| [\ ns3.google.com [google.com] (216.239.36.10)
Got authoritative answer

| [\  nsl.google.com [google.com] (216.239.32.10)
Got authoritative answer

| \ ns2.google.com [google.com] (216.239.34.10)

Got authoritative answer

[\ lgtld-servers.net [com] (192.41.162.30)
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| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| [\ nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
N\ k.gtld-servers.net [com] (192.52.178.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| \  nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ j.gtld-servers.net [com] (192.48.79.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| [\ nsl.google.com [google.com] (216.239.32.10)
(cached)
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| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ i.gtld-servers.net [com] (192.43.172.30)

| \  ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| \  nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ h.gtld-servers.net [com] (192.54.112.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| [\ nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ g.gtld-servers.net [com] (192.42.93.30)

| \  ns4.google.com [google.com] (216.239.38.10)
(cached)
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| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| \  nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ f.gtld-servers.net [com] (192.35.51.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| [\ nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ e.gtld-servers.net [com] (192.12.94.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| \  nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
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[\ d.gtld-servers.net [com] (192.31.80.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| [\ nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ c.gtld-servers.net [com] (192.26.92.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)

| \  nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)
[\ b.gtld-servers.net [com] (192.33.14.30)

| [\ ns4.google.com [google.com] (216.239.38.10)
(cached)

| [\ ns3.google.com [google.com] (216.239.36.10)
(cached)
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| \  nsl.google.com [google.com] (216.239.32.10)
(cached)

| \ ns2.google.com [google.com] (216.239.34.10)

(cached)

N a.gtld-servers.net [com]

(2001:0503:a83e:0000:0000:0000:0002:0030) Not queried
\ _ a.gtld-servers.net [com] (192.5.6.30)

[\ nsd.google.com [google.com] (216.239.38.10)
(cached)

[\ ns3.google.com [google.com] (216.239.36.10)
(cached)

[\ nsl.google.com [google.com] (216.239.32.10)
(cached)

\  ns2.google.com [google.com] (216.239.34.10)
(cached)

ns2.google.com (216.239.34.10) www.google.com -
>172.217.16.196

nsl.google.com (216.239.32.10) www.google.com -
>172.217.16.196

ns3.google.com (216.239.36.10) www.google.com -
>172.217.16.196

ns4.google.com (216.239.38.10) www.google.com -
>172.217.16.196
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[root@linuxfedora ~]# dig -4 maps.google.com.
tnorecurse +trace

; <<>> DiG 9.10.3-P3-RedHat-9.10.3-10.P3.fc23 <<>> -4
maps.google.com. +norecurse +trace

;; global options: +cmd

9647 IN NS 1.root-

servers.net.

9647 IN NS b.root-
servers.net.

9647 IN NS d.root-
servers.net.

9647 1IN NS  j.root-
servers.net.

9647 IN NS m.root-
servers.net.

9647 1IN NS €.root-
servers.net.

9647 IN NS f.root-
servers.net.

9647 IN NS c.root-
servers.net.

9647 IN NS h.root-
servers.net.



9647 IN NS  groot-

servers.net.

9647 IN NS k.root-
servers.net.

9647 IN NS l.root-
servers.net.

9647 IN NS a.root-
servers.net.

;; Received 460 bytes from 192.168.7.1#53(192.168.7.1)
in 1 ms

com. 172800 IN NS  j.gtld-
servers.net.

com. 172800 IN NS 1.gtld-
servers.net.

com. 172800 IN NS  c.gtld-
servers.net.

com. 172800 IN NS

h.gtld-servers.net.

com. 172800 IN NS f.gtld-
servers.net.

com. 172800 IN NS

g.gtld-servers.net.
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com. 172800 IN NS
m.gtld-servers.net.

com. 172800 IN NS  e.gtld-

servers.net.

com. 172800 IN NS  lgtld-

servers.net.

com. 172800 IN NS
b.gtld-servers.net.

com. 172800 IN NS
k.gtld-servers.net.

com. 172800 IN NS  a.gtld-

servers.net.

com. 172800 IN NS

d.gtld-servers.net.

com. 86400 IN DS 30909 8 2
E2D3C916F6DEEAC73294E8268FB5885044A833FC54
59588F4A9184CF C41A5766

com. 86400 IN RRSIGDS 8 1 86400
20161017050000 20161004040000 39291
XYjYLC7xG5VEb9pblIGMVIZCZHdPdB20vsj TISG1 flwf
pmad+YhKnUqyN
2KsJWmO9pSAW2SenmbEBXjm+zZgTXBt7Z3gA5CIn
BsJkiZxhPBIl/C6T
FsOmFeOpSgLTOsEYkm/OpgwJm2LMOpgkm9ewcaFRP
vTqiYCZmOFLZkBP



eJpIlmfMHCgwwjesBxXixr1 7mKEVONYrxdPUdrIPwNz
Xb2ZqExNoN1+4z
577qhpoD9+k2KDfSgTtTx+BVIsjqVTYjlvtkaetNSTMe
SSH3RtmgeBSs
GfZ5CyB60MNEDbej9GsSwIjW4Rpw2CXUKCc3i1 ENOzT
YOSBiQGAXkBAKHO /6 WwSQ==

;; Received 867 bytes from 192.5.5.241#53(f.root-
servers.net) in 1756 ms

google.com. 172800 IN NS
ns2.google.com.

google.com. 172800 IN NS
nsl.google.com.

google.com. 172800 IN NS
ns3.google.com.

google.com. 172800 IN NS
ns4.google.com.

CKOPOJMGS874LIREF7EFN8430QVIT8BSM.com.
86400 IN NSEC3 1 1 0 -
CKOQI1GIN43N1ARRCI9OSM6QPQREIH5SM9A NS
SOA RRSIG DNSKEY NSEC3PARAM

CKOPOJMGS74LJREF7EFN8430QVIT8BSM.com.

86400 IN RRSIG NSEC3 8 2 86400 20161009044157
20161002033157 27452 com.
M41sYMalAlSgKf/CWelF3cJ402uGYGJEWIS1b8b2W1
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sMKCXnhK/rYlIrb
FAtAWNCcgyzdspmEEZtRcZqlj4x40izr3zHPz2EM 181Pu
DsSdellIHV70y

gwEnlInozpTeqk 1 AOu/fVVSDpfcurgeZcW9bGbu74cL1g9
KZ+J2V//brl +7Tw=

S84AE3BIT99DKIHQH27TRC0584HVSKOH.com.
86400 IN NSEC3 1 1 0 -
S84J17P3PTARKMEJOHNGD73C5Q5NV5S9 NS DS
RRSIG

S84AE3BIT99DKIHQH27TRC0584HVSKOH.com.
86400 IN RRSIG NSEC3 8 2 86400 20161011044630

20161004033630 27452 com.
jS481J0+/4fRTdvb//Mk+r9+MglthwHagL 1 1thTbRITMZ
8qSmEc9Jccw

ppRWsS2VDiyiemuMgC8ZzY4bhAM{iWx648BOgVWU
WVsh4m3Q6EewUuDO
ZT12d610RZR5013SwrKFCBcgHrll+up2UQuxG40UKZ
LIQP75R0Is2Wlo Tgk=

;; Received 665 bytes from 192.54.112.30#53(h.gtld-
servers.net) in 1784 ms

maps.google.com. 300 IN A
172.217.17.142

» Received 49 bytes from
216.239.32.10#53(ns1.google.com) in 1725 ms



[root@]inuxfedora ~]#

Reverse ¢ Slave Master < g DNS o g yw (5000 5

Cm—ioren g abgiie sla B DNS a ol alas oy o 5l e

o 35 Sl (es g2yl SO Cend Gl )3 g0 S
=2 oo a5, Reverse 4 Slave Master & g0) DNS

My Testing Environment:

Master DNS Server

IP Address : 192.168.7.122
Host-name : masterdns.raja.com
(ON} : Centos 6.6 Final

Slave DNS Server

IP Address : 192.168.7.123
Host-name slavedns.raja.com

oS : Centos 6.6 Final
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Client Machine to use DNS

IP Address 192.168.7.210
Host-name nodel.raja.com
oS : Centos 6.6 Final

Requirement Packages:

bind, bind-utils, bind-chroot

Configuration Files Used:
config file : /etc/named.conf

script file : /etc/init.d/named

Setup Master DNS Server
[root@linuxcent Desktop]# ifconfig ethO
eth0  Link encap:Ethernet HWaddr 00:0C:29:50:2E:DE

inet addr:192.168.7.122 Beast:192.168.7.255
Mask:255.255.255.0

inet6 addr: fe80::20c:29ff:fe50:2ede/64 Scope:Link
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UP BROADCAST RUNNING PROMISC
MULTICAST MTU:1500 Metric:1

RX packets:8876 errors:0 dropped:0 overruns:0
frame:0

TX packets:2392 errors:0 dropped:0 overruns:0

carrier:0
collisions:0 txqueuelen:1000

RX bytes:5333527 (5.0 MiB) TX bytes:198221
(193.5 KiB)

Interrupt: 19 Base address:0x2000

[root@linuxcent Desktop]# hostname masterdns.raja.com
[root@masterdns Desktop]# hostname
masterdns.raja.com

[root@masterdns Desktop|#
[root@masterdns Desktop]# cat /etc/redhat-release

CentOS release 6.6 (Final)

[root@masterdns Desktop]# yum --skip-broken install
bind* -y
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Loaded plugins: aliases, changelog, downloadonly,
fastestmirror, kabi, presto,

: refresh-packagekit, security, tmprepo, verify,
versionlock

Loading support for CentOS kernel ABI

Setting up Install Process

Loading mirror speeds from cached hostfile

* base: mirrors.coreix.net

* epel: epel.scopesky.iq

* extras: mirrors.coreix.net

* remi: mirrors.netix.net

* rpmfusion-free-updates: kartolo.sby.datautama.net.id

* rpmfusion-nonfree-updates:

kartolo.sby.datautama.net.id

* updates: mirrors.coreix.net
Resolving Dependencies
--> Running transaction check

---> Package bind.i686 32:9.8.2-0.30.rcl.el6 will be
updated

---> Package bind.i686 32:9.8.2-0.47.rcl.el6_8.1 will be
an update
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---> Package bind-chroot.i686 32:9.8.2-0.30.rc1.el6 will
be updated

---> Package bind-chroot.i686 32:9.8.2-0.47.rcl.el6 8.1
will be an update

---> Package bind-devel.i686 32:9.8.2-0.47.rcl.el6 8.1
will be installed

---> Package bind-dyndb-ldap.i686 0:2.3-5.el6 will be
updated

---> Package bind-dyndb-ldap.i686 0:2.3-8.el6 will be an
update

---> Package bind-libs.1686 32:9.8.2-0.30.rcl.el6 will be
updated

---> Package bind-1ibs.i686 32:9.8.2-0.47.rcl.el6 8.1 will
be an update

---> Package bind-license.noarch 32:9.9.4-18.el7 will be
installed

---> Package bind-sdb.i686 32:9.8.2-0.47.rcl.el6 8.1 will
be installed

-—> Package bind-to-tinydns.i686 0:0.4.3-
15.20140818gitdf0ddc3.el6 will be installed

---> Package bind-utils.i686 32:9.8.2-0.30.rcl.el6 will be
updated

---> Package bind-utils.i686 32:9.8.2-0.47.rcl.el6_8.1 will
be an update
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--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository Size

Installing:

bind-devel 1686 32:9.8.2-0.47.rcl.el6_8.1
updates 383 k

bind-license = noarch 32:9.9.4-18.el7 c7-
media 80k

bind-sdb 1686 32:9.8.2-0.47.rcl.el6_8.1

updates 313 k

bind-to-tinydns 1686  0.4.3-15.20140818gitdf0ddc3.el6
epel 18k

Updating:

bind 1686 32:9.8.2-0.47.rcl.el6_8.1
updates 4.0 M
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bind-chroot 1686 32:9.8.2-0.47.rcl.el6_8.1
updates 75k

bind-dyndb-ldap 1686  2.3-8.el6 base
71k

bind-libs 1686 32:9.8.2-0.47.rcl.el6_8.1

updates 900 k

bind-utils 1686 32:9.8.2-0.47.rcl.el6_8.1
updates 186 k

Transaction Summary

Install 4 Package(s)

Upgrade 5 Package(s)

Total download size: 6.0 M
Downloading Packages:
Setting up and reading Presto delta metadata

updates/prestodelta | 160 kB
00:02

Processing delta metadata

Package(s) data still to download: 6.0 M
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(1/9): bind-9.8.2-0.47.rc1.el6_8.1.1686.rpm | 4.0
MB  02:27

(2/9): bind-chroot-9.8.2-0.47.rcl.el6_8.1.1686.rpm |
75kB  00:00

(3/9): bind-devel-9.8.2-0.47.rcl.el6_8.1.1686.rpm |
383kB  00:06

(4/9): bind-dyndb-ldap-2.3-8.e16.1686.rpm | 71
kB 00:00
(5/9): bind-libs-9.8.2-0.47.rc1.el6_8.1.1686.rpm | 900
kB  00:17
(7/9): bind-sdb-9.8.2-0.47.rcl.el6_8.1.1686.rpm |313
kB  00:05

(8/9): bind-to-tinydns-0.4.3-15.20140818gitdf0ddc3.el6.1 |
18kB  00:00

(9/9): bind-utils-9.8.2-0.47.rcl.el6_8.1.1686.rpm | 186
kB 00:03
Total 33kB/s[6.0 MB  03:08

Running rpm_check debug
Running Transaction Test
Transaction Test Succeeded

Running Transaction



Installing : 32:bind-license-9.9.4-18.el7.noarch
1/14

Updating : 32:bind-1ibs-9.8.2-0.47.rc1.el6_8.1.1686
2/14

Installing : 32:bind-devel-9.8.2-0.47.rcl.el6_8.1.1686
3/14

Updating : 32:bind-9.8.2-0.47.rcl.el6_8.1.1686
4/14
warning: /etc/named.conf created as

/etc/named.conf.rpmnew

Updating  : 32:bind-chroot-9.8.2-0.47.rcl.el6_8.1.1686
5/14

Updating : bind-dyndb-ldap-2.3-8.€16.1686
6/14

Installing :  32:bind-sdb-9.8.2-0.47.rcl.el6_8.1.1686
7/14

Updating : 32:bind-utils-9.8.2-0.47.rc1.el6_8.1.1686
8/14

Installing : bind-to-tinydns-0.4.3-
15.20140818gitdf0ddc3.e16.1686 9/14

Cleanup :  bind-dyndb-ldap-2.3-5.e16.1686
10/14

Cleanup : 32:bind-chroot-9.8.2-0.30.rc1.e16.1686

11/14



Cleanup
12/14

Cleanup
13/14

Cleanup
14/14

Verifying
1/14

Verifying
2/14

Verifying
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32:bind-9.8.2-0.30.rc1.e16.1686

32:bind-utils-9.8.2-0.30.rc1.e16.1686

32:bind-1ibs-9.8.2-0.30.rc1.€16.1686

32:bind-sdb-9.8.2-0.47.rc1.el6_8.1.1686

32:bind-license-9.9.4-18.¢el7.noarch

bind-to-tinydns-0.4.3-

15.20140818gitdf0ddc3.e16.1686 3/14

Verifying
4/14

Verifying
5/14

Verifying
6/14

Verifying
7/14

Verifying
8/14

Verifying
9/14

32:bind-9.8.2-0.47.rcl.el6_8.1.1686

bind-dyndb-ldap-2.3-8.€16.1686

32:bind-libs-9.8.2-0.47.rcl.el6_8.1.1686

32:bind-utils-9.8.2-0.47.rcl.el6_8.1.1686

: 32:bind-chroot-9.8.2-0.47.rcl.el6_8.1.1686

32:bind-devel-9.8.2-0.47.rcl.el6_8.1.1686



Verifying
10/14

Verifying
11/14

Verifying
12/14

Verifying
13/14

Verifying
14/14

Installed:

32:bind-1ibs-9.8.2-0.30.rc1.€16.1686

32:bind-chroot-9.8.2-0.30.rc1.e16.1686

32:bind-9.8.2-0.30.rc1.e16.1686

bind-dyndb-ldap-2.3-5.€16.1686

32:bind-utils-9.8.2-0.30.rc1.e16.1686

bind-devel.i686 32:9.8.2-0.47.rcl.el6_8.1

bind-license.noarch 32:9.9.4-18.el7

bind-sdb.1686 32:9.8.2-0.47.rc1.el6_8.1

bind-to-tinydns.1686 0:0.4.3-15.20140818gitdf0ddc3.el6

Updated:

bind.i1686 32:9.8.2-0.47.rcl.el6_8.1

bind-chroot.i686 32:9.8.2-0.47.rcl.el6_8.1
bind-dyndb-ldap.i686 0:2.3-8.el6

bind-libs.1686 32:9.8.2-0.47.rcl.el6_8.1
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bind-utils.i686 32:9.8.2-0.47.rcl.el6_8.1

Complete!

[root@masterdns Desktop]#

Installing and Configuring Bind

[root@masterdns Desktop]# vim /etc/named.conf

[root@masterdns Desktop]# cat /etc/named.conf
//

// named.conf

//

// Provided by Red Hat bind package to configure the ISC
BIND named(8) DNS

// server as a caching only nameserver (as a localhost DNS
resolver only).

//

/I See /usr/share/doc/bind*/sample/ for example named
configuration files.

//
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options {

listen-on port 53 { 127.0.0.1; 192.168.7.122;
};#Here we need to add our DNS Server IP or Master
DNS Server

listen-on-v6 port 53 { ::1; };

directory "/var/named";

dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named _stats.txt";

memstatistics-file
"/var/named/data/named _mem_stats.txt";

allow-query { localhost; 192.168.7.0/24; }:#
subnet range where my hosts are allowed to query our
DNS

#allow-transfer { localhost; 192.168.7.123; }; #
Here we need to our Slave DNS server IP.

recursion no;
dnssec-enable yes;
dnssec-validation yes;

dnssec-lookaside auto;

/* Path to ISC DLV key */
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bindkeys-file "/etc/named.iscdlv.key";

managed-keys-directory "/var/named/dynamic";

s
logging {
channel default debug {
file "data/named.run";
severity dynamic;
s
s

# Note: If you want to your DNS Server able to ask root
DNS Server Uncomment Bellow lines and set reursion to

yes.
#zone "." IN {

# type hint;

# file "named.ca";

#5



zone "raja.com" IN {
type master;
file "raja.com.zone";
allow-update { none; };

allow-transfer { none; };

# Note: if you want to have reverse zone uncomment
bellow lines.

#zone "7.168.192.in-addr.arpa" IN {

# type master;,

# file "raja.com.rev.zone";
# allow-update { none; };
#};

include "/etc/named.rfc1912.zones";

include "/etc/named.root.key";

[root@masterdns Desktop|#
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[root@masterdns Desktop]# cat
/var/named/named.localhost
$TTL 1D
@ IN SOA @ rname.invalid. (
0 ; serial
1D ; refresh
1H ; retry
IW  ; expire
3H) ; minimum
NS @
A 127.0.0.1
AAAA::1
[root@masterdns Desktop]# cat
/var/named/named.loopback
$TTL 1D
@ IN SOA @ rname.invalid. (
0 ; serial
1D ; refresh
1H ; retry
IW  ; expire

3H) ; minimum



NS @
A 127.00.1
AAAA:1

PTR localhost.

[root@masterdns Desktop]#

cp /var/named/named.localhost /var/named/raja.com.zone

cp /var/named/named.loopback
/var/named/raja.com.rev.zone

vim /var/named/raja.com.zone

$TTL 86400

@  IN SOA masterdns.raja.com. root.raja.com. (
2016060601 ; serial

3600 ;refresh

1800 ;retry

604800 ; expire

86400 ) ; minimum

; Name server's

@ IN NS masterdns.raja.com.
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#Note:if you have slave name server uncomment the
followed commented line

#@ IN NS slavedns.raja.com.

; Name server hostname to IP resolve.

@ IN A 192.168.7.122

#w IN A 192.168.7.123

; Hosts in this Domain

@ IN A 192.168.7.210

@ IN A 192.168.7.220
masterdns IN A 192.168.7.122
#slavedns IN A 192.168.7.123

nodel IN A 192.168.0.210

rhell IN A 192.168.0.220

$TTL 86400

[root@masterdns Desktop |# vim

/var/named/raja.com.rev.zone

[root@masterdns Desktop]# cat
/var/named/raja.com.rev.zone

$TTL 86400

@  IN SOA masterdns.raja.com. root.raja.com. (



2016060602  ; serial

3600 ;refresh

1800  ;retry

604800 ; expire

86400 ) ; minimum

; Name server's

@ IN NS masterdns.raja.com.
@ IN NS slavedns.raja.com.
@ IN PTR raja.com.

; Name server hostname to IP resolve.
masterdns IN A 192.168.7.122
slavedns IN A 192.168.7.123

;Hosts in Domain

nodel IN A 192.168.0.210

rhel IN A 192.168.0.220

122 IN PTR masterdns.raja.com.
123 IN PTR slavedns.raja.com.
210 IN PTR nodel.raja.com.
220 IN  PTR rhell.raja.com.

[root@masterdns Desktop|#
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###H##Check the group ownership of forward look-up &
reverse look-up files, before checking for any errors in
configuration.

[root@masterdns Desktop]# Is -1 /var/named/

total 44

drwxr-x---. 6 root named 4096 Sep 28 14:21 chroot
drwxrwx---. 2 named named 4096 Oct 6 14:40 data
drwxrwx---. 2 named named 4096 Oct 6 20:12 dynamic

-TW-I--T-- 1 root  root 1287 May 11 2013
linuxcbt.internal.zone

-TW-T----- 1 root named 3171 Jan 11 2016 named.ca
-TW-T----- 1 root named 152 Dec 15 2009 named.empty

-TW-T-——-- 1 root named 152 Jun 21 2007
named.localhost

-TW-T----- 1 root mnamed 168 Dec 15 2009
named.loopback

-tw-r--r-- 1 root root 745 Oct 6 21:02 raja.com.rev.zone
-tw-r--r-- 1 root root 742 Oct 6 20:58 raja.com.zone
drwxrwx---. 2 named named 4096 Sep 28 14:21 slaves

[root@masterdns Desktop|#



####Here we can see both the files are in root users
ownership, because files which we makes a copy from
sample files are available under /var/named/. Change the
group to named on both files using following commands.

[root@masterdns Desktop# chgrp named
/var/named/raja.com.rev.zone

[root@masterdns Desktop]# chgrp named
/var/named/raja.com.zone

[root@masterdns Desktop]# Is -1 /var/named/

total 44

drwxr-x---. 6 root named 4096 Sep 28 14:21 chroot
drwxrwx---. 2 named named 4096 Oct 6 14:40 data
drwxrwx---. 2 named named 4096 Oct 6 20:12 dynamic

-TW-I--T-- 1 root  root 1287 May 11 2013
linuxcbt.internal.zone

-TW-T----- 1 root named 3171 Jan 11 2016 named.ca
-TW-T----- 1 root named 152 Dec 15 2009 named.empty

g — 1 root named 152 Jun 21 2007
named.localhost

v — 1 root named 168 Dec 15 2009
named.loopback

-TW-T--T-- I root named 745 Oct 6 21:02
raja.com.rev.zone
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-rw-r--1-- 1 root named 742 Oct 6 20:58 raja.com.zone

drwxrwx---. 2 named named 4096 Sep 28 14:21 slaves

[root@masterdns Desktop|#

####HNow, check for the errors in zone files, before
starting the DNS service. First check the named.conf file,
then check other zone files.

[root@masterdns Desktop|# named-checkconf
/etc/named.conf

[root@masterdns Desktop]# echo $?
0

[root@masterdns Desktop]# named-checkzone
masterdns.raja.com /var/named/raja.com.zone

/var/named/raja.com.zone:10: unknown RR type 'you'

/var/named/raja.com.zone:14:  #\(@.masterdns.raja.com:
bad owner name (check-names)

/var/named/raja.com.zone:19:
#slavedns.masterdns.raja.com: bad owner name (check-
names)

zone masterdns.raja.com/IN: loading from master file
/var/named/raja.com.zone failed: unknown class/type

zone masterdns.raja.com/IN: not loaded due to errors.



[root@masterdns Desktop|#

[root@masterdns Desktop]# vim
/var/named/raja.com.zone

[root@masterdns Desktop]# cat
/var/named/raja.com.zone

$TTL 86400

@  IN SOA masterdns.raja.com. root.raja.com. (
2016060601 ; serial

3600 ;refresh

1800 ;retry

604800 ; expire

86400 ) ; minimum

; Name server's

@ IN NS masterdns.raja.com.

; Name server hostname to IP resolve.

@ IN A 192.168.7.122

; Hosts in this Domain

@ IN A 192.168.7.210

@ IN A 192.168.7.220
masterdns IN A 192.168.7.122
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nodel IN A 192.168.7.210
rhell IN A 192.168.7.220

[root@masterdns Desktop|#

[root@masterdns Desktop |# named-checkzone
masterdns.raja.com /var/named/raja.com.zone

zone masterdns.raja.com/IN: loaded serial 2016060601
OK

[root@masterdns Desktop|#

[root@masterdns Desktop |# named-checkzone
masterdns.raja.com /var/named/raja.com.rev.zone

zone masterdns.raja.com/IN: NS 'masterdns.raja.com’ has
no address records (A or AAAA)

zone masterdns.raja.com/IN: not loaded due to errors.

[root@masterdns Desktop]#

Note: Solve The problem same to prior

#####By default iptables was running and our DNS server
is restricted to localhost, if client wants to resolve name
from our DNS Server, then we have to allow the inbound



request, for that we need to add iptables inbound rule for

the port 53.

[root@masterdns Desktop]# iptables -I INPUT -p udp --
dport 53 -m state --state NEW -j ACCEPT

[root@masterdns Desktop]# iptables -L INPUT

Chain INPUT (policy ACCEPT)

target  prot opt source

ACCEPT udp -- anywhere
udp dpt:domain state NEW

ACCEPT
udp dpt:domain

udp -- anywhere

ACCEPT
dpt:domain

tcp -- anywhere

ACCEPT
udp dpt:bootps

udp -- anywhere

ACCEPT
dpt:bootps

tcp -- anywhere

ACCEPT all -- anywhere
RELATED,ESTABLISHED

ACCEPT icmp -- anywhere

ACCEPT all -- anywhere

destination

anywhere
anywhere
anywhere tcp
anywhere
anywhere tcp
state

anywhere

anywhere
anywhere
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ACCEPT tcp -- anywhere anywhere
state NEW tcp dpt:ssh

ACCEPT tcp -- anywhere anywhere
state NEW tcp dpt:smtp

ACCEPT tcp -- anywhere anywhere
state NEW tcp dpt:pop3

ACCEPT udp -- anywhere anywhere
state NEW udp dpt:ipp

ACCEPT udp -- anywhere 224.0.0.251
state NEW udp dpt:mdns

ACCEPT tcp -- anywhere anywhere
state NEW tcp dpt:ipp

ACCEPT udp -- anywhere anywhere
state NEW udp dpt:ipp

ACCEPT tcp -- anywhere anywhere
state NEW tcp dpt:http

ACCEPT tcp -- anywhere anywhere
state NEW tcp dpt:https

REJECT all -- anywhere anywhere

reject-with icmp-host-prohibited

[root@masterdns Desktop|# service iptables save

iptables: Saving firewall rules to /etc/sysconfig/iptables:|
OK ]



[root@masterdns Desktop]# service iptables restart

iptables: Setting chains to policy ACCEPT: nat mangle
filte[l OK ]

iptables: Flushing firewall rules: [ OK ]
iptables: Unloading modules: [ OK ]
iptables: Applying firewall rules: [ OK ]

[root@masterdns Desktop|#

Start the named service and make it persistent.
[root@masterdns Desktop]# service named start

Starting named: named: already running [
OK ]

[root@masterdns Desktop]# service named restart

Stopping named: .umount: /var/named/chroot/var/named:
device is busy.

(In some cases useful info about processes that use
the device is found by lsof(8) or fuser(1))
[ OK ]
Starting named: [ OK ]
[root@masterdns Desktop]# chkconfig named on

[root@masterdns Desktop]# chkconfig --list named
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named 0:off 1l:off 2:on 3:on 4:on 5:0n
6:0ff

[root@masterdns Desktop|#

Finally, test the configured Master DNS zone files
(forward and reverse), using dig & nslookup tools.

[root@masterdns Desktop]# vim /etc/resolv.conf
[root@masterdns Desktop]# cat /etc/resolv.conf
# Generated by NetworkManager

search linuxcbt.internal

nameserver 192.168.7.122

#nameserver 8.8.8.8

[root@masterdns Desktop|#

[root@masterdns Desktop]# dig masterdns.raja.com

; <<>> DiG 9.8.2rc1-RedHat-9.8.2-0.47.rcl.el6_8.1 <<>>
masterdns.raja.com

;; global options: +cmd
;; Got answer:

;; >>HEADER<<- opcode: QUERY, status: NOERROR,
1d: 25252



;; flags: qr aa rd; QUERY: 1, ANSWER:

AUTHORITY: 1, ADDITIONAL: 0

;; WARNING: recursion requested but not available

;; QUESTION SECTION:

;masterdns.raja.com. IN A

;; ANSWER SECTION:

masterdns.raja.com. 86400 IN A
192.168.7.122

;; AUTHORITY SECTION:

raja.com. 86400 IN NS
masterdns.raja.com.

;; Query time: 43 msec

;; SERVER: 192.168.7.122#53(192.168.7.122)
;; WHEN: Thu Oct 6 21:20:28 2016

;; MSG SIZE rcvd: 66

[root@masterdns Desktop|#
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Reverse Query

[root@masterdns Desktop]# dig -x 192.168.7.122

; <<>> DiG 9.8.2rc1-RedHat-9.8.2-0.47.rcl.el6_8.1 <<>>
-x 192.168.7.122

;; global options: +cmd
;; Got answer:

;; —>>HEADER<<- opcode: QUERY, status: REFUSED,
id: 16320

;; flags: qr rd; QUERY: 1, ANSWER: 0, AUTHORITY: 0,
ADDITIONAL: 0

;; WARNING: recursion requested but not available

;; QUESTION SECTION:
;122.7.168.192.in-addr.arpa. IN PTR

;; Query time: 16 msec

;; SERVER: 192.168.7.122#53(192.168.7.122)
;; WHEN: Thu Oct 6 21:21:34 2016

;; MSG SIZE rcvd: 44



[root@masterdns Desktop|#

[root@masterdns Desktop]# nslookup raja.com
Server: 192.168.7.122
Address: 192.168.7.122#53

Name: raja.com
Address: 192.168.7.220
Name: raja.com
Address: 192.168.7.122
Name: raja.com

Address: 192.168.7.210
[root@masterdns Desktop]# nslookup masterdns.raja.com
Server: 192.168.7.122

Address: 192.168.7.122#53

Name: masterdns.raja.com

Address: 192.168.7.122

[root@masterdns Desktop|#
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Setup Slave DNS Server

In Slave machine, also we need to install same bind
packages as shown in Master, so let’s install them using
following command.

$ sudo yum install bind* -y

$ sudo vim /etc/named.conf

Make changes as shown, as per your requirements.

//
// named.conf
//

// Provided by Red Hat bind package to configure the ISC
BIND named(8) DNS

// server as a caching only nameserver (as a localhost DNS
resolver only).

//

/I See /usr/share/doc/bind*/sample/ for example named
configuration files.

//



options {

listen-on port 53 { 127.0.0.1; 192.168.7.123}; # Our Slave
DNS server IP

listen-on-v6 port 53 { ::1; };
directory "/var/named";
dump-file "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named _stats.txt";

memstatistics-file
"/var/named/data/named_mem_stats.txt";

allow-query  { localhost; 192.168.7.0/24; };
recursion no;

dnssec-enable yes;

dnssec-validation yes;

dnssec-lookaside auto;

/* Path to ISC DLV key */

bindkeys-file "/etc/named.iscdlv.key";
managed-keys-directory "/var/named/dynamic";
s

logging {

channel default debug {

file "data/named.run";
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severity dynamic;

s

s

zone "." IN {
type hint;

file "named.ca";

¥
## Define our slave forward and reverse zone, Zone files
are replicated from master.

zone'raja.com" IN {

type slave;

file "slaves/raja.com.zone";
masters { 192.168.7.122; };

s
zone"7.168.192.in-addr.arpa" IN {
type slave;

file "slaves/raja.com.rev.zone";
masters { 192.168.7.122; };

s

HiHH

include "/etc/named.rfc1912.zones";



include "/etc/named.root.key";

$ sudo service named start

$ sudo Is -1 /var/named/slaves

$ sudo cat /var/named/slaves/raja.com.zone

$ sudo cat /var/named/slaves/raja.com.rev.zone

$ sudo iptables - INPUT -p udp --dport 53 -m state --state
NEW -j ACCEPT

Save the iptables rules and restart the iptables service.

$ sudo service iptables save

$ sudo service iptables restart

Make the service persistent on system boot.

$ sudo chkconfig iptables on



(459 oy gebw) S 9id galer Giojgal /AYY

Check whether persistent set for run-levels .

$ sudo chkconfig --list iptables

Configure Client Machine

In client side we need to assign the Primary
(192.168.7.122) and Secondary DNS (192.168.7.123)
entry in network settings to get assign a hostname.

$ vim /etc/resolv.conf
search raja.com
nameserver 192.168.7.122
nameserver 192.168.7.123
$ ifconfig | grep inet

$ hostname

$ nslookup raja.com

Now, check the forward & Reverse DNS look-up using.



$ dig masterdns.raja.com

$ dig -x 192.168.7.122

DNS Server (o ,5 chroot b Jail

3,03 3929 DNS 5,0 (60,500 )3 (fual Jlai 51185 ot alins
DNS o505 cpasl lool, 51 S aislb o DNS Server o505 ol
, Chroot .o_sb o o ;9,5 Jail L chroot wllee plil Server
Ly 600 6,55 nls s b ad) (6,555 b o5 Conl Glikos (S 52d
4 655 nls sle asgaze plad olyen a1zl Jlo jo wn s ol
DS 1By (o oKl 5 loay T, o) WS o Jiiae 530 (5,55 s
g Slgiwd 4 505 el ooyt K00 6y plo ) )8 pls S
655 21 sl g 5 sy (65555l ] 5l 2, sl s
9,5 chroot U Jail .og o ouilss chroot ;L chroot jail
b plel jo Oes 5l ()l 1 055 o0 el DNS Server
sa—is a3, DNS Server g, ,— chroot jail so_0,5s aslsl jo
pmleior Al ol ]y nje (Baslys azgs a5 cul
[root@masterdns ~]# cat /etc/sysconfig/named | grep
ROOTDIR

# ROOTDIR="/var/named/chroot" -- will run named in a

chroot environment.

# empty in the ROOTDIR directory. It will simplify
maintenance of your

# at startup. Don't add -t here, use
ROOTDIR instead.

ROOTDIR=/var/named/chroot
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[root@masterdns ~]# vim /etc/sysconfig/named

1. Install Bind-Chroot :
[root@CentOS63 ~]# yum install bind-chroot bind -y

2. Copy all bind related files to prepare bind chrooted
environments :

[root@CentOS63 ~]# cp -R  /usr/share/doc/bind-
*/sample/var/named/* /var/named/chroot/var/named/

3. Create bind related files into chrooted directory :

[root@CentOS63 ~# touch
/var/named/chroot/var/named/data/cache_dump.db
[root@CentOS63 ~# touch
/var/named/chroot/var/named/data/named_stats.txt
[root@CentOS63 ~# touch
/var/named/chroot/var/named/data/named mem_stats.txt
[root@CentOS63 ~# touch
/var/named/chroot/var/named/data/named.run
[root@CentOS63 ~# mkdir

/var/named/chroot/var/named/dynamic



[root@CentOS63 ~# touch
/var/named/chroot/var/named/dynamic/managed-
keys.bind

4. Bind lock file should be writeable, therefore set the
permission to make it writable as below :

[root@CentOS63 ~# chmod -R 777
/var/named/chroot/var/named/data

[root@CentOS63 ~# chmod -R 777
/var/named/chroot/var/named/dynamic

5. Set if you do not use IPv6 :

[root@CentOS63  ~J# echo 'OPTIONS="-4" >>
/etc/sysconfig/named

6. Configure main bind configuration in /etc/named.conf.
Append the ehowstuff.local information to the file :

[root@CentOS63 ~# vi
/var/named/chroot/etc/named.conf

//
// named.conf

//
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// Provided by Red Hat bind package to configure the ISC
BIND named(8) DNS

// server as a caching only nameserver (as a localhost DNS
resolver only).

//

/I See /usr/share/doc/bind*/sample/ for example named
configuration files.

//

options {
listen-on port 53 { 127.0.0.1;192.168.2.58; };
listen-on-v6 port 53 { ::1; };
directory  "/var/named";
dump-file  "/var/named/data/cache dump.db";
statistics-file "/var/named/data/named _stats.txt";

memstatistics-file

"/var/named/data/named _mem_stats.txt";
allow-query  { localhost; };

recursion yes;

dnssec-enable yes;

dnssec-validation yes;



dnssec-lookaside auto;

/* Path to ISC DLV key */

bindkeys-file "/etc/named.iscdlv.key";

managed-keys-directory "/var/named/dynamic";

s
logging {
channel default debug {
file "data/named.run";
severity dynamic;
s
s
zone "." IN {
type hint;
file "named.ca";
s

zone "ehowstuff.local" {
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type master;
file "ehowstuff.local.zone";
s
zone "2.168.192.in-addr.arpa" IN {
type master;

file "192.168.2.zone";

include "/etc/rndc.key";
include "/etc/named.rfc1912.zones";

include "/etc/named.root.key";

Execution:

[root@masterdns ~# cp /etc/named.conf
/var/named/chroot/etc/

7. Create Forward and Reverse zone files for domain
ehowstuff.local.

a) Create Forward Zone :



[root@CentOS63 ~# vi
/var/named/chroot/var/named/ehowstuff.local.zone

; Addresses and other host information.
$TTL 86400

@ IN SOA ehowstuff.local.
hostmaster.ehowstuff.local. (

2013022401 ; Serial
43200 ; Refresh
3600 ; Retry
3600000 ; Expire
2592000 ) ; Minimum

Define the nameservers and the mail servers

IN NS ns.ehowstuff.local.

IN A 192.168.2.58
IN MX 10 mail.echowstuff.local.
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mail IN A 192.168.2.58
ns IN A 192.168.2.58

b) Create Reverse Zone :

[root@CentOS63 ~# Vi
/var/named/chroot/var/named/192.168.2.zone

; Addresses and other host information.
$TTL 86400

@ IN SOA ehowstuff.local.
hostmaster.ehowstuff.local. (

2013022402  ; Serial
43200 ; Refresh
3600 ; Retry
3600000 ; Expire
2592000 ) ; Minimum



2.168.192.in-addr.arpa.  IN NS
centos63.ehowstuff.local.

58.2.168.192.in-addr.arpa. IN PTR mail.ehowstuff.local.
58.2.168.192.in-addr.arpa. IN PTR ns.ehowstuff.local.

[root@masterdns ~]# cd /var/named/
[root@masterdns named]# Is

chroot linuxcbt.internal.zone named.ca
named.loopback  slaves

data my.external.zone.db named.empty

raja.com.rev.zone

dynamic  my.internal.zone.db named.localhost

raja.com.zone
[root@masterdns named]# cp raja.com.zone chroot/
dev/ etc/ usr/ var/

[root@masterdns named|# cp raja.com.zone
chroot/var/named/

cp: ‘raja.com.zone' and ‘chroot/var/named/raja.com.zone’'

are the same file

[root@masterdns  named]# cp  raja.com.rev.zone
chroot/var/named/
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cp: ‘raja.com.rev.zone' and
‘chroot/var/named/raja.com.rev.zone' are the same file

[root@masterdns named]#

8. RHEL 6 and CentOS 6 apparently no longer generates
the rndc.key during installation. Instead, the key is
automatically generated on the first start of named service.

Start Bind service :

[root@CentOS6 ~]# service named start

Generating /etc/rndc.key: [ OK ]

Starting named: [ OK ]

9. Configure Bind auto start at boot :

[root@CentOS63 ~]# chkconfig --levels 235 named on

10. Verifying permissions and ownership. Created the files
required inside the jail, but the matter of setting the
permissions and ownership should remains.



Go to chroot/var/named/ directory :

[root@CentOS63 ~]# cd /var/named/chroot/var/named/

Change owner as below :

[root@CentOS63 named]# chown root:named
ehowstuff.local.zone

[root@CentOS63 named]# chown root:named
192.168.2.zone

[root@CentOS63 named]# chown root:named
my.external.zone.db

[root@CentOS63 named]# chown root:named
my.internal.zone.db

[root@CentOS63 named]# chown root:named named.ca

[root@CentOS63 named]# chown root:named
named.localhost

[root@CentOS63 named]# chown root:named
named.loopback

Verify permissions and ownership rest of the chrooted
directories :
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[root@CentOS63 ~]# 11 /var/named/

total 32

drwxr-x--- 6 root named 4096 Feb 24 13:51 chroot
drwxrwx--- 2 named named 4096 Dec 7 04:49 data
drwxrwx--- 2 named named 4096 Dec 7 04:49 dynamic
-TW-T----- 1 root named 1892 Feb 18 2008 named.ca
-TW-T----- 1 root named 152 Dec 15 2009 named.empty

-TW-T-——-- 1 root named 152 Jun 21 2007
named.localhost

“TW-T----- 1 root named 168 Dec 15 2009
named.loopback

drwxrwx--- 2 named named 4096 Dec 7 04:49 slaves

[root@CentOS63 ~]# 1l /var/named/chroot/

total 16

drwxr-x--- 2 root named 4096 Feb 24 13:51 dev
drwxr-x--- 4 root named 4096 Feb 24 14:40 etc
drwxr-x--- 3 root named 4096 Feb 24 13:51 usr
drwxr-x--- 6 root named 4096 Feb 24 13:51 var



[root@CentOS63 ~]# 1l /var/named/chroot/etc

total 32

-tw-r--r-- 1 root root 372 Feb 20 06:51 localtime
drwxr-x--- 2 root named 4096 Dec 7 04:49 named
-rw-r--r-- 1 root named 1201 Feb 24 14:16 named.conf

-rw-r--r-- 1 root named 2389 Dec 7 04:49
named.iscdlv.key

g — 1 root named 931 Jun 21 2007
named.rfc1912.zones

-tw-r--r-- 1 root named 487 Jul 19 2010 named.root.key
drwxr-x--- 3 root named 4096 Feb 24 13:51 pki
-TW-T----- 1 root named 77 Feb 24 14:00 rndc.key

[root@CentOS63 ~]# 1l /var/named/chroot/var/named/

total 44

-rw-r-xr-x 1 root named 551 Feb 24 15:28
192.168.2.zone

drwxrwxrwx 2 named named 4096 Feb 24 14:04 data
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drwxrwxrwx 2 named named 4096 Feb 24 15:30 dynamic

-rw-r-xr-x 1 root named 681 Feb 24 15:28
ehowstuff.local.zone

-rw-r--r-- 1 root named 56 Feb 24 13:54
my.external.zone.db

-rw-r--r-- 1 root named 56 Feb 24 13:54
my.internal.zone.db

-rw-r--1-- 1 root named 1892 Feb 24 13:54 named.ca
-rw-r--1-- 1 root root 152 Feb 24 13:54 named.empty

-rw-r--r-- 1 root named 152 Feb 24 13:54
named.localhost

-rw-r--r-- 1 root named 168 Feb 24 13:54
named.loopback

drwxr-xr-x 2 named named 4096 Feb 24 13:54 slaves

11. Test and make sure it’s working.

[root@CentOS63 ~]# host -t mx ehowstuff.local

ehowstuff.local mail is handled by 10
mail.ehowstuff.local.

[root@CentOS63 ~]# nslookup

> set type=any



> ehowstuff.local
Server: 192.168.2.58
Address: 192.168.2.58#53

ehowstuff.local
origin = ehowstuff.local
mail addr = hostmaster.ehowstuff.local
serial =2013023401
refresh = 43200
retry = 3600
expire = 3600000
minimum = 2592000
ehowstuff.local nameserver = ns.ehowstuff.local.
Name: ehowstuff.local
Address: 192.168.2.58

ehowstuff.local mail exchanger = 10 mail.ehowstuff.local.

12. If your server does not have nslookup, host or dig
command, then you should install bind-utils. All this
utilities are the friendly and useful utilities to test and
diagnose the DNS issue.
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[root@CentOS6 ~]# yum install bind-utils
Loaded plugins: fastestmirror
Loading mirror speeds from cached hostfile
* base: centos.biz.net.id
* extras: centos.biz.net.id
* updates: centos.biz.net.id
Setting up Install Process
Resolving Dependencies
--> Running transaction check

---> Package bind-utils.x86 64 32:9.8.2-0.10.rcl.el6 3.6
will be installed

--> Finished Dependency Resolution

Dependencies Resolved

Package Arch Version
Repository Size



Installing:
bind-utils x86 64
0.10.rcl.el6_3.6 updates

Transaction Summary

182 k

32:9.8.2-

Install 1 Package(s)

Total download size: 182 k
Installed size: 438 k
Is this ok [y/N]: y

Downloading Packages:

bind-utils-9.8.2-0.10.rc1.el6_3.6.x86_64.rpm

| 182kB  00:02
Running rpm_check debug
Running Transaction Test

Transaction Test Succeeded
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Running Transaction

Installing : 32:bind-utils-9.8.2-0.10.rcl.el6_3.6.x86 64
1/1

Verifying : 32:bind-utils-9.8.2-0.10.rcl.el6_3.6.x86 64
1/1

Installed:

bind-utils.x86 64 32:9.8.2-0.10.rc1.el6_3.6

Complete!

[root@masterdns named]# ps -aux | grep named

Warning: bad syntax, perhaps a bogus '-'? See
/usr/share/doc/procps-3.2.8/FAQ

named 8548 0.1 0.9 66072 9908 ? Ssl 19:54
0:01 /usr/sbin/named-sdb -u named -4 -t
/var/named/chroot

root 9164 0.0 0.0 4352 732pts/0 S+ 20:08 0:00
grep named

[root@masterdns named]#



