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vim /etc/rc.local
# File: /etc/rc.local

# Module to track the state of connections
modprobe ip_conntrack

# Load the iptables active FTP module, requires
ip_conntrack

modprobe ip_conntrack_ftp

# Load iptables NAT module when required
modprobe iptable nat

# Module required for active an FTP server usingiNA
modprobe ip_nat_ftp

oo, redirect

Lla> a5) oo cpuiile 4y oy oails 55 !, REDIRECT
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iptables -t nat -A PREROUTING -p tcp --dport 80 -
REDIRECT --to-ports 3128

iptables 31 e Jue

Ao b dalys aas iptable | Lo 1,5 dges Caond (ol )0
oS Append e an -A mis w0 sla e eled jo 0SS
et i 5l -S s dptables sau, Sy b sl 4 Rule
S et i gl -0 m3s . Source  Addresgs, s
S S g5 99,5 Lasin lp -P mdsw Destination Address
o)lois (33,5 Lat i gl,m ~SPOIMzss . dCMP 4 tCP UAP Lo
-J 9 KWEY:9Y OHe o)LoJa uo; ua.?:.w.o 6‘;: —dport@»j}w sTM e
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slaculss o b bai) oS o (DNS ) OY &g 4 (oo i
(1S o Jgd | o]

iptables -A INPUT -s 192.168.1.0/24 -p udp —dport
53 -j ACCEPT

REJECTI, (piNg o) ICMP slaa s ;5505 L3 g
Do o 00l 3 (o) oS eunlss )5 ply S 05 REJECT

iptables -A OUTPUT -p icmp -j REJECT
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iptables -A INPUT -p icmp -j REJECT

S o SUL YL A8 LS g3 o) as g0
iptables -D OUTPUT -p icmp -j REJECT
iptables -D INPUT -p icmp -] REJECT
) (ols oyol SO) els coodlS SO cculgd )0 o) e

&5 -« DROP

iptables -A INPUT -s 192.168.1.200 -j DROP

5 o DROPI, A+ &)

iptables -A INPUT -s 192.168.1.200 -p tcp -dp@st -
DROP

Tocee S 5l 1, (CP S5, 5 YY &) SShgloaias i) oo
&S 0 DROP (Lols L ysTlcasdls)

iptables -A INPUT -s 192.168.1.200 -p tcp —dport 22
-j DROP

iptables -D INPUT -s 192.168.1.200 -p tcp —dport 22
-j DROP

J—b ol ol 2 LOG e sya 5 sloys w0
Outgoing AcCCeSS >3 ,5 sla ow s 5!, /Var/log/message
JSS9, 5 YV & yem 4 (INCOMING ACCESB554,5 (slo oy 5
e (8- 0/0lsgs oo ools i) Sl ,o 5 (ftp US54 ,) tCp
ol FTP> Lyl o a5 o5 als) SO o lOg—prefix.ocs o
A oo bl aly slal & 1,
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iptables -A OUTPUT -p tcp -s 0/0 —dport 21>)"
LOG —log-prefix “FTP
iptables -A INPUT -p tcp -s 0/0 —dport 21 -j LOG=
log-prefix “FTP
s5—ed L ICMP JS555 612 1, YL LOG 5 flos 15 (slaygims
S e s var/log/messagegi s o ping

iptables -A OUTPUT -p icmp -j LOG —log-prefix ”
“PING
iptables -A INPUT -p icmp -j LOG —log-prefix ”
“PING

1035 (o0 5L LYY &)s 0 giws

iptables -A OUTPUT -0 ethO -p tcp --sport 22 -nmata
-state ESTABLISHED -j ACCEPT

69,9 Slbls )| (slei 6lp SSHE )0 05 5L
iptables -A INPUT -i ethO -p tcp --dport 22 -m stat
state NEW,ESTABLISHED -j ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 22 -mata
-state ESTABLISHED -j ACCEPT

PP &, LIPS slpsshas, s 0,5 5L

iptables -A INPUT -i ethO -p tcp -S XXX.XXX.XXX.X24
--dport 22 -m state --state NEW,ESTABLISHED -j
ACCEPT

iptables -A INPUT -i ethO -p tCp -S XXX.XXX.XXX.X%X
dport 22 -m state --state NEW,ESTABLISHED -
ACCEPT
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iptables -A OUTPUT -0 ethO -p tcp --sport 22 -ntata
-state ESTABLISHED -j ACCEPT

http sl A &ym 095 5k

iptables -A INPUT -i ethO -p tcp --dport 80 -m stat
state NEW,ESTABLISHED -j ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 80 -mata
-state ESTABLISHED -j ACCEPT

iptables -A INPUT -i ethO -p tcp --dport 443 -mtsta-
state NEW,ESTABLISHED -] ACCEPT

iptables -A OUTPUT -0 ethO -p tcp --sport 443 -ratst
--state ESTABLISHED -j ACCEPT

b S O)gods Oy iz 595 5k

iptables -A INPUT -i ethO -p tcp -m multiport --dper
22,80,443 -m state --state NEW,ESTABLISHED -j
ACCEPT

iptables -A OUTPUT -0 ethO -p tcp -m multiport --
sports 22,80,443 -m state --state ESTABLISHED -j
ACCEPT
SSh ozs,> LLs,l slr s 005 5k

iptables -A OUTPUT -0 ethO -p tcp --dport 22 -mtsta
--state NEW,ESTABLISHED -j ACCEPT

iptables -A INPUT -i ethO -p tcp --sport 22 -m stat
state ESTABLISHED -j ACCEPT

Pl oSl o ln o SSN s 5 Dy 595 5L
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iptables -A OUTPUT -0 ethO -p tcp -d
192.168.101.0/24 --dport 22 -m state --state
NEW,ESTABLISHED -j ACCEPT

iptables -A INPUT -i ethO -p tcp --sport 22 -m stat
state ESTABLISHED -j ACCEPT

79> olbls)l gl httpse e 0,5 5L

iptables -A OUTPUT -0 ethO -p tcp --dport 443 -ratst
--state NEW,ESTABLISHED -j ACCEPT

iptables -A INPUT -i ethO -p tcp --sport 443 -mtsta
state ESTABLISHED -] ACCEPT

z,B @ S35 ping ol sl

iptables -A OUTPUT -p icmp --icmp-type echo-request
-j ACCEPT

iptables -A INPUT -p icmp --icmp-type echo-reply -j
ACCEPT

Lo a7, 5 pIng oS! sl
z,= 5 PINg &

iptables -A INPUT -p icmp --icmp-type echo-requgst
ACCEPT

iptables -A OUTPUT -p icmp --icmp-type echo-reply -
ACCEPT

loopback .. yws el sl

iptables -A INPUT -i lo -j ACCEPT
iptables -A OUTPUT -o lo -j ACCEPT

eth0 Jzls ass jlethl > 3 aSiils 4 o yiws Sl ol
iptables -A FORWARD -i ethO -0 ethl -j ACCEPT
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iptables -A OUTPUT -p udp -0 ethO --dport 53 -j
ACCEPT

iptables -A INPUT -p udp -i ethO --sport 53 -j ACBRE
& €th0 o 2ol 5| SMTP slaculss o les 00,5 redirect
(LAN) oS 2o 500 jgals S

# iptables -t nat -A PREROUTING -i ethO -p tcp --
dport 25 -j DNAT --to 192.168.0.88:25

# iptables -A FORWARD -p tcp -d 192.168.0.88 --
dport 25 -j ACCEPT
s, 5 5l 25,5 0,5 redirect

# iptables -t nat -A PREROUTING -p tcp -d
203.145.184.246 --dport 20:23 -j DNAT --to
192.168.0.88:20-23

# iptables -A FORWARD -p tcp -d 192.168.0.88 --
dport 20:23 -j ACCEPT

# iptables -t nat -A PREROUTING -p udp -d
203.145.184.246 --dport 20:23 -j DNAT --to
192.168.0.88:20-23

# iptables -A FORWARD -p udp -d 192.168.0.88 --
dport 20:23 -j ACCEPT

ICMP 595 o

;I s dnternet Control Message Protocals.) ICMP

il oo Laply il o ¢ Jlo)l sl TCP/lPLSlmJ&Ssﬁ: O el
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Al (9,0 &5 axsl ,» s Mobile Devicel Routerl, PC i)
3500 uiile an (oS oolawl TCP/IP 1 g ol < sl L LAN
)‘ aS ol 6‘ (A.AL‘).,) )G qusLa‘ p|ng )G MS‘SA oolauwl
,» echo reply; echo requestL. 5o .05 o oolatul JSSg, opf
4 olo €Cho requeskleply Lwg PING .&5,ls o2y SS9 0l
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Type Code Description
0 — Echo Reply 0 Echo reply (used to ping)
8 — Echo Request 0 Echo request (used to ping)

&5, sokaieds g Cuwl &y 0,leds A8 a5 sl ISy, Les ICMP

S, e iptables s 5 el aw 0gd oo ooliiwl Al 19,0 O ie

Sgs s O,lg 45 Ay ;o Zmy 1098 DROP j> aan a5 aizis ()

(OUTPUT Chaif 55 e 1 45 slazs 8 (INPUT Chain

(FORWARD Chain ss—s Forwardo_alss o a5 glate ;o 4
oS o yets Lo S ‘S{LQJ >4 Xgd DROP 3L

iptables -P INPUT DROP

iptables -P OUTPUT DROP

iptables -P FORWARD DROP

S5 s kb oz aes 9l aw Gl b oS el cnl (ol St

Cils azrgi 9l oS L3 | ICMP sloacin, s el o0 s

echo requesklasl, a5 coul &yg0 (ol 4 ICMP 0,57 26 as

echo requestleda ., . zen 4 35,5 €CO reply >4,5

oS hd b 1) (25,5 echo replys o)
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echo replyslesl. 5 534,5 €C0 requestlesly 5 j5ws
WS oo Sy 25

iptables -A INPUT -p icmp —icmp-type 8 -s 0/0 -d
192.168.1.4 -m state —state NEW,ESTABLISHED -
DROP

iptables -A OUTPUT -p icmp —icmp-type 0 —s
192.168.1.3 -d 0/0 -m state —state ESTABLISHED -
DROP
S 4 35l e eoliul iptables,s JSSg, s slp P adew
Sz 0 uizmen 0,50 Wil o |, ICMP 3 UDP TCP ,0lis
Jsoz ;0 45 Ceul ool soliuwl A g + sae g0 5l —ICMP-typezssw
Lol (89, Jolae 5l oae slow ailyi o g ailoads sols las YL
3)90 5y ywd ASD (9,0 (omyd] yo 5l Sy o)t S solaiul
Dbl oo YU Hsws Se echo reply, echo requesilepl.
iptables -A OUTPUT -p icmp —icmp-type 8 -s

192.168.1.3 -d 0/0 -m state —state NEW,ESTABLISHED -
j DROP

iptables -A INPUT -p icmp —icmp-type 0 -s 0/0 -d
192.168.1.4 -m state —state ESTABLISHED -j DROP

Gl ool 48,8 Jlas o Jlg b leicas a5 iile ;o YL L F
30 S o8 (Wi adtic dals g IM S il 35 oo 12!
Oe—iile 1 lag8 5 Lo a8 VAV, PANF il v les o glaS

L)u)é1 a Lsu._.ch 89y —Bg (e Og— ping YA\ PALNLY
PINg s3l> oS 1, =11, ping 192.168.1.44:005 VAY,1PA0,0
PING  jsiws wuileu VAV NPANY o ilo 5l (g 0gd a8 5 oo S
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F ool 5 ol gl oS B0 1) el g 0ols plil 1, 192.168.1.4
g YAV, VPANY u*’)*{‘ Lol o)y las

iptables -A INPUT -p icmp —icmp-type 8 -s
192.168.1.3 -m state —state NEW,ESTABLISHED -j
ACCESS

iptables -A OUTPUT -p icmp —icmp-type 0 —s
192.168.1.3 -m state —state ESTABLISHED -j ACCESS
iptables -A OUTPUT -p icmp —icmp-type 8 -s
192.168.1.3 -m state —state NEW,ESTABLISHED -j
ACCESS

iptables -A INPUT -p icmp —icmp-type O -s
192.168.1.3 -m state —state ESTABLISHED -j ACCESS

Il @ gw ywd gl SSH g WWW & y0ls o5

i 5 amms o il 1) 5 ol ol oaal 5 S o oS g8

Db ey Statefulcdl> ol

http://www.linuxhomenetworking.com/wiki/index.php/
Quick HOWTO_: Ch14 : Linux_Firewalls _Using_iptab
les#Sample_iptables Scripts

r

s

# Allow previously established connections
# - Interface ethO is the internet interface

r

s

iptables -A OUTPUT -0 ethO -m state --state
ESTABLISHED,RELATED \
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-j ACCEPT

r r
T

# Allow port 80 (www) and 22 (SSH) connections to
the firewall

=
H

iptables -A INPUT -p tcp -i ethO --dport 22 --sport
1024:65535\

-m state --state NEW -j ACCEPT

iptables -A INPUT -p tcp -i ethO --dport 80 --sport
1024:65535\

-m state --state NEW -] ACCEPT
Cd ol 4 (o s sl Jlg 2B 4 (010 o5l

e 508 e plomil 1) )15 cpl ol ool oy S jo a5 a8

b oo 5o Statefuledl> 4l

http://www.linuxhomenetworking.com/wiki/index.php/
Quick HOWTO : Ch14 : Linux Firewalls Using iptab
les#Sample iptables Scripts

O

T

# Allow port 80 (www) and 443 (https) connections
from the firewall

r

s
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iptables -A OUTPUT -j ACCEPT -m state \

--state NEW,ESTABLISHED,RELATED -0 ethO -p
tcp \

-m multiport --dports 80,443 --sport 1024:65535

=
H

# Allow previously established connections
# - Interface ethO is the internet interface

O

T

iptables -A INPUT -j ACCEPT -m state --state
ESTABLISHED,RELATED \

-i ethO -p tcp

If you want all TCP traffic originating from theréwall
to be accepted, then remove the line:

-m multiport --dports 80,443 --sport 1024:65535
1928 s LOG o)y

u\.»..:l.o.) oolarwl ») KLY )‘ 6)‘.‘5 LOG 6‘)'3

**
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# Log and drop all other packets to file
Ivar/log/messages

# Without this we could be crawling around in ttzeld

#H

2

iptables -A OUTPUT -j LOG
iptables -A INPUT -j LOG
iptables -A FORWARD -j LOG

iptables -A OUTPUT -j DROP
iptables -A INPUT -j DROP
iptables -A FORWARD -j DROP

o] 00! I La:Q] C)”’ 9 63 3 6[:& LOG )" 6‘4334.3

1) Firewall denies replies to DNS queries (UDP port
53) destined to server 192.168.1.102 on the honveonie

Feb 23 20:33:50 raja kernel: IN=wlan0 OUT=
MAC=00:06:25:09:69:80:00:a0:c5:e1:3e:88:08:00
SRC=192.42.93.30 DST=192.168.1.102 LEN=220
TOS=0x00 PREC=0x00 TTL=54 ID=30485
PROTO=UDP SPT=53 DPT=32820 LEN=200

2) Firewall denies Windows NetBIOS traffic (UDP por
138)
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Feb 23 20:43:.08 raja kernel: IN=wlan0 OUT=
MAC=ftffff:ff:ff:ff.00:06:25:09:6a:b5:08:00
SRC=192.168.1.100 DST=192.168.1.255 LEN=241
TOS=0x00 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP
SPT=138 DPT=138 LEN=221

3) Firewall denies Network Time Protocol (NTP UDP
port 123)

Feb 23 20:58:48 raja kernel: IN= OUT=wlan0
SRC=192.168.1.102 DST=207.200.81.113 LEN=76
TOS=0x10 PREC=0x00 TTL=64 ID=0 DF PROTO=UDP
SPT=123 DPT=123 LEN=56

Intrusion Detection and Log Analysis witlh_s psad

iptablessla LOG |_l>s sl s,l5=8ls 5 o_ib o iptables

sde p5 Sid )0 el S St Sl g oy g Sl oLl
Wl 0 00ls s JolS & jguods T L IS 097 580 5 093

http://cipherdyne.org/psad/

oo 0310 7 i gigasl ,o BT L ol JI g coa 0956 sy S o

https://www.digitalocean.com/community/tutorialsiro
to-use-psad-to-detect-network-intrusion-attemptsion-

ubuntu-vps
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Jlapld o inactive

letc/sysconfig/iptableg_.. ,o Jlg,,L 8 Startupes Sl

aioen StAtUSI AL @il 0929 LB (pl a5 S50 )0 0,00 592

ales [zl 1) 5 08 Il cpl &8 (gl 04 0 03ls Lii iNACtive
[root@raja tmp]# touch /etc/sysconfig/iptables
[root@raja tmp]# chmod 600 /etc/sysconfig/iptables
[root@raja tmp]# systemctl start iptables.service
[root@raja tmp]# systemctl status iptables.service
iptables.service - IPv4 firewall with iptables

Loaded: loaded
(/usr/lib/systemd/system/iptables.service; enabled)

Active: active (exited) since Thu, 09 Aug 2012
22:25:50 -0700; 4s ago

rocess: 19177 ExecStop=/usr/libexec/iptablessiap
(code=exited, status=0/SUCCESS)

rocess: 19231 ExecStart=/usr/libexec/iptabldssiairt
(code=exited, status=0/SUCCESS)

CGroup: name=systemd:/system/iptables.service

Aug 09 22:25:50 web-003 iptables.init[19231]:
iptables: Applying firewall rules: [ OK ]
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stateful firewall cdl> gl p gol> Jlio

ol (5‘)_4 é.c'_> JL_..A Sl o&_.oi )_:);i_,.J)o d_f).v) JL.A

s i) 51 JB T sy 0 a5 0l o Stateful

https://gist.github.com/TylerJFisher/8961054+#file-
qistfilel-sh

#!/bin/bash
sudo apt-get install iptables-persistent

# Remove all iptables rules
echo 'Clearing all iptables rules'
iptables=/sbin/iptables
iptables -F

iptables -X

iptables -t raw -F

iptables -t raw -X

iptables -t filter -F

iptables -t filter -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F
iptables -t mangle -X
iptables -t security -F
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iptables -t security -X

# Create two user-defined chains: TCP, UDP (to leandl
port forwarding)

iptables -N TCP
iptables -N UDP

# Since the server is not acting as a router, do no
forward packets

iptables -P FORWARD DROP

# Since outgoing traffic will not be filtered, set
OUTPUT policy to ACCEPT

iptables -P OUTPUT ACCEPT

# ACCEPT ICMP traffic

iptables -A  INPUT -m conntrack --ctstate
RELATED,ESTABLISHED -j ACCEPT

# ACCEPT incoming traffic via loopback adapter
iptables -A INPUT -i lo -] ACCEPT

# ACCEPT ICMPv6 Neighbour Discovery packets
(classified as invalid)
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iptables -A INPUT -p 41 -j ACCEPT

# ACCEPT ICMP echo requests

iptables -A INPUT -p icmp --icmp-type 8 -m conntkac
--ctstate NEW -j ACCEPT

# Allow inbound TCP traffic on specified destination
ports

iptables -A TCP -p tcp --dport 22 -j ACCEPT

iptables -A TCP -p tcp --dport 2222 - ACCEPT

iptables -A TCP -p tcp --dport 80 -j ACCEPT

iptables -A TCP -p tcp --dport 443 -j ACCEPT

# Allow inbound UDP traffic on specified destination
ports
iptables -A UDP -p udp --dport 53 -] ACCEPT

# ACCEPT TCP, UDP traffic with state NEW

iptables -A INPUT -p tcp --syn -m conntrack --cteta
NEW -j TCP

iptables -A INPUT -p udp -m conntrack --ctstate NEW
-j UDP

# DROP TCP packets with state NEW if connection is
not initiated with a SYN packet
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iptables -A INPUT -p tcp ! --syn -m state --statE\N -
j DROP

# DROP packets with an invalid state

iptables -A INPUT -m conntrack --ctstate INVALID -
DROP

# REJECT TCP connections with RST packets, UDP
packets with ICMP port unreachable messages

iptables -A INPUT -p tcp -m recent --set --name TCP
PORTSCAN -j REJECT --reject-with tcp-rst

iptables -A INPUT -p udp -m recent --set --name UDP
PORTSCAN - REJECT --reject-with icmp-port-
unreachable

# DROP inbound XMAS packets

iptables -A INPUT -p tcp --tcp-flags ALL ALL -
DROP

# DROP inbound FIN packets
iptables -A INPUT -p tcp --tcp-flags ALL FIN -j DR®

# DROP inbound malformed NULL packets

iptables -A INPUT -p tcp --tcp-flags ALL NONE -
DROP
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# DROP traffic that is not explicitly allowed thrdug
the firewall

iptables -P INPUT DROP

# REJECT other connections with ICMP protocol
unreachable messages

iptables -A INPUT -j REJECT --reject-with icmp-
proto-unreachable

# Show tables
iptables -L INPUT -n --line-numbers —v

0318 Zogi g i i ygody iptablesﬁ)- sl o e

ol 00

http://rliworkman.net/howtos/iptables/iptables-
tutorial.html

http://www.linuxhomenetworking.com/wiki/index.php/
Quick HOWTO_: Ch14 : Linux_Firewalls _Using_iptab
les#.VgpKmmGmnJA

sysctl.conf tuwgi Jole pomamw 31 o lusisl glis

5l xS s> sl iptable s lss o a5 ol RUle 5 ogdle

Ssd> oo e SYSCHL.CONf L Loy coiiigs Jolepinom 4 alos

Aged 698y 4 L85 ) s S 98t slac b Sl 6 S
ealed azgi 05 0925 05 ol ,o &S
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http://www.linuxhomenetworking.com/wiki/index.php/
Quick HOWTO_: Ch14 : Linux_Firewalls _Using_iptab
les#.VgpKmmGmnJA

# File: /etc/sysctl.conf

r r
T

# Disable routing triangulation. Respond to queoes

# the same interface, not another. Helps to maintai
state
# Also protects against IP spoofing

r

s

net/ipv4/conf/all/rp_filter = 1

=
H

# Enable logging of packets with malformed IP
addresses

O

T

net/ipv4/conf/all/log_martians = 1
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=
H

# Disable redirects

r

s

net/ipv4/conf/all/send_redirects = 0

=
H

r

s

r r
T

O

T

net/ipv4/conf/all/accept_redirects = 0
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=
H

# Turn on protection from Denial of Service (DOS)
attacks

O

T

net/ipv4/tcp_syncookies = 1

r r
T
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# Enable IP routing. Required if your firewall is
protecting a
# network, NAT included

r

s

net/ipv4/ip_forward = 1
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rpm -qga | grep openssh
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openssh-5.3p1-70.el6.1686
openssh-askpass-5.3p1-70.el6.1686
openssl-1.0.0-20.el6.i686
openssh-clients-5.3p1-70.el6.1686
openssh-server-5.3p1-70.el6.i686
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yum -y install openssh-server openssh-clients



